General Services Administration
Washington, DC 20405
ADM 2800.12B, Change 151
March 11, 2022

GSA ORDER

Subject: General Services Administration Acquisition Manual; GSAR Case 2016-G511,
Contract Requirements for GSA Information Systems

1. Purpose. This order transmits a revision to the General Services Administration Acquisition
Manual (GSAM) to clarify, update, and streamline guidance for the management of GSA-
awarded contracts or orders which involve GSA information systems.

2. Background. This case amends the GSAM to maintain consistency with the Federal
Acquisition Regulation (FAR) and to consolidate and incorporate existing cybersecurity and
other information technology requirements previously implemented through various Office of
the Chief Information Officer (OCIO) policies.

The changes fall into four categories:

1. Consolidating requirements to follow existing agency security IT policies into a
streamlined IT security guide titled “CIO 09-48, GSA IT Security Procedural Guide:
Security and Privacy Acquisition Requirements”.

2. Consolidating requirements to follow existing agency non-security IT policies into a

streamlined policy titled “ClIO 12-2018: IT Policy Requirements Guide”.

Streamlining existing GSA guidance related to information technology.

4. Deleting GSAR provision 552.239-70 Information Technology Security Plan and
Security Authorization and GSAR clause $52.239-71 06 Security Requirements for
Unclassified Information Technology Resources.

w

3. Effective date. March 11, 2022.

4. Explanation of changes. This case includes regulatory and nonregulatory changes. For full
text changes of the amendment see Attachment A, GSAR Text Line-In/Line-Out.

This amendment revises the regulatory language of the following GSAR subparts, changes
summarized below:

e 501.106 OMB approval under the Paperwork Reduction Act: amended Table
1 by adding an entry for “5611.171” and removing the entry for “552.239-71"

e 502.101 Definitions: added definitions (in alphabetical order) for GSA
Information System (to include defining sub-terms) and Information System.

e 511.171 Requirements for GSA Information Systems: added guidance for
contracting officers to ensure compliance with GSA and federal IT policies
regarding IT security and implemented a waiver process.
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e 539.70 Additional Requirements for Purchases Not in Support of National
Security Systems: deleted heading under GSAR and moved to a new title under
GSAM.

e 539.7000 Scope of Subpart: deleted subpart under GSAR and replaced with
prescription and guidance under GSAM.

e 539.7001 Policy: deleted subpart under the GSAR and replaced with guidance
in the GSAM.

e 539.7002 Solicitation provisions and contract clause: deleted to ensure parity
with the FAR and GSA consolidated IT policy.

e 552.239-70 Information Technology Security Plan and Security
Authorization: provision deleted to remove outdated language and
requirements.

e 552.239-71 Security Requirements for Unclassified Information Technology
Resources: clause deleted to eliminate duplicative, outdated, and complex
requirements.

e 570.101 Applicability: amended Table 1 under paragraph (b) by adding Part
539.

This amendment revises the non-regulatory language of the following GSAM subparts,
changes summarized below:

e 511.102 Security of Information Technology Data: deleted this section in its
entirety.

e 511.170 Information Technology Coordination and Standards: added new
section “(a) Information System Requirements”, referenced guidance in new
GSAR subsection 511.171 for any procurements that may involve GSA
Information Systems, and re-alphabetized list.

e 539.001 Applicability: added (a) references to national security systems,
classified information, and national security systems involving weapons; (b)
requirements for individual access management, and (c) referenced 511.170 for
additional requirements for GSA Information Systems.

e 539.70 Requirements for GSA Information Systems: revised title to more
clearly identify the content.

e 539.7000 Scope of subpart: added language to describe the scope of subpart
539.70.

Page 2 of 13



e 539.7001 Policy: added language that ensures that GSA will provide information
security to all agencies accessing its system, all employees have the appropriate
security clearance, and all contractor submissions meet the GSA IT security
requirements.

5. Cancellations. Acquisition Letter MV-19-04 and its supplement are hereby cancelled.

6. Point of contact. For clarification of content, contact Ms. Johnnie McDowell in the GSA
Acquisition Policy Division at GSARPolicy@gsa.gov.

JEFFREY Dibince,
KOSES Dl
Jeffrey A. Koses
Senior Procurement Executive
Office of Acquisition Policy
Office of Government-wide Policy
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GSAR Case 2016-G511
“Contract Requirements for GSA Information Systems”

GSAR/GSAM Text, Line-In/Line-Out

GSAR Baseline: Change 150 effective 03/04/2022

» Additions to baseline made by rule are indicated by [bold text in brackets]

* Deletions to baseline made by rule are indicated by strikethroughs

* Five asterisks (* * * * *) indicate that there are no revisions between the preceding and
following sections

* Three asterisks (* * *) indicate that there are no revisions between the material shown within a
subsection

* Regulatory GSAR language is indicated by shaded text

* Non-regulatory GSAM language is indicated by unshaded text

Part 501 - General Services Administration Acquisition Regulation System

Subpart 501.1 - Purpose, Authority, Issuance

* % k % %

GSAR Reference | OMB Control No.
[5611.171] [3090-0300]
552.239-714 3090-0294

Part 502 - Definitions of Words and Terms

Page 4 of 13



Subpart 502.1 - Definitions

Subpart 502.101 - Definitions.

* % %

[“GSA Information System” means an information system owned or operated by the
U.S. General Services Administration or by a contractor or other organization on behalf
of the U.S. General Services Administration including:

(1) “Cloud Information System” means information systems developed using cloud
computing. Cloud computing is a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e.g., networks,
servers, storage, applications) that can be rapidly provisioned and released with minimal
management effort or service provider interaction. Cloud information systems include
Infrastructure as a Service (laaS), Platform as a Service (PaaS), or Software as a Service
(SaaS). Cloud information systems may connect to the GSA network.

(2) “External Information System” means information systems that reside in
contractor facilities and typically do not connect to the GSA network. External
information systems may be government owned and contractor operated or contractor
owned and operated on behalf of GSA or the Federal Government (when GSA is the
managing agency).

(3) “Internal Information System” means information systems that reside on premise
in GSA facilities and may connect to the GSA network. Internal systems are operated on
behalf of GSA or the Federal Government (when GSA is the managing agency).”

(4) “Low Impact Software as a Service (LiSaaS) System” means cloud applications
that are implemented for a limited duration, considered low impact and would cause
limited harm to GSA.

(5) “Mobile Application” means a type of application software designed to run on a
mobile device, such as a smartphone or tablet computer.

* % %

“Information System” means a discrete set of information resources organized for the
collection, processing, maintenance, use, sharing, dissemination, or disposition of
information.]

* % %

* % %k % %

Page 5 of 13



Part 511 - Describing Agency Needs

* % %k k%

Part 511.1 - Selecting and Developing Requirements Documents

* % %

511.170 Information Technology Coordination and Standards.
[(a) Information Systems Requirements. See 511.171 for guidance for any procurements

that may involve GSA Information Systems.]

[(b)Jta-"**
[(c)}tey **
[(d))ter" * *
[(e)}eh-"**

* % %

[511.171 Requirements for GSA Information Systems.

(a) CIO Coordination. The contracting officer shall ensure the requirements office has
coordinated and identified possible CIO policy inclusions with the GSA IT prior to
publication of a Statement of Work, or equivalent as well as the Security Considerations
section of the acquisition plan to determine if the CIO policies apply. The CIO policies
and GSA IT points of contact are available on the Acquisition Portal at
https://insite.qsa.gov/itprocurement.

(b) GSA Requirements. For GSA procurements (contracts, actions, or orders) that
may involve GSA Information Systems, excluding GSA’s government-wide contracts e.g.
Federal Supply Schedules and Governmentwide Acquisition Contracts, the contracting
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officer shall incorporate the coordinated Statement of Work or equivalent including the
applicable sections of the following policies into solicitations and contracts:

(1) CIO 09-48, IT Security Procedural Guide: Security and Privacy IT Acquisition
Requirements; and

(2) CIO 12-2018, IT Policy Requirements Guide.

(c) Waivers.

(1) In cases where it is not effective in terms of cost or time or where it is
unreasonably burdensome to include CIO 09-48, IT Security Procedural Guide: Security
and Privacy IT Acquisition Requirements or CIO 12-2018, IT Policy Requirements Guide
in a contract or order, a waiver may be granted by the Acquisition Approving Official in
accordance with the thresholds listed at 507.103(b), the Information System Authorizing
Official, and the GSA IT Approving Official.

(2) The waiver request must provide the following information-

(A) The description of the procurement and GSA
Information Systems;

(B) Identification of requirement requested for
waiver;

(C) Sufficient justification for why the requirements
should be waived; and

(D) Any residual risks that will be encountered by
waiving the requirements.

(3) Waivers must be documented in the contract file.

(d) Classified Information. For any procurements that may involve access to
classified information or a classified information system, see subpart 504.4 for additional
requirements.]

* % % % %

* % %k kx %

Part 539— ACQUISITION OF INFORMATION TECHNOLOGY

539.001 Applicability.

[(a) In accordance with FAR 39.001, this part does not apply to acquisitions of
information or information systems in support of national security systems. Refer to
subpart 504.4 for guidance for any procurements that may involve access to classified
information or a classified information system. See subpart 507.70 for guidance for
purchases in support of national security systems involving weapons systems.

(b) Refer to 504.1370 and 542.302 for additional requirements for individual access
management (i.e., HSPD-12) to GSA Information Systems.

Page 7 of 13


https://www.acquisition.gov/sites/default/files/current/gsam/html/Part507.html#wp1859066

(c) Refer to 511.170 for additional requirements for GSA Information Systems.]

* % %k % %
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[Subpart 539.70—Requirements for GSA Information Systems]

[539.7000 Scope of subpart.
This subpart prescribes acquisition policies and procedures for use in acquiring GSA
Information Systems.]

[5639.7001 Policy.

(a) GSA must provide information security for the information and information
system that support the operations and assets of the agency, including those
provided or managed by another agency, contractor, or other source.

(b) Employees responsible for procuring or managing information technology
supplies, services and systems shall possess the appropriate security clearance
associated with the level of security classification related to the acquisition. They
include, but are not limited to contracting officers, contract specialists,
project/program managers, and contracting officer representatives.

(c) The contracting officer or contracting officer’s representative shall validate
that all applicable contractor submissions meet contract requirements (e.g.,
statement of work, contractor’s accepted proposal) and are provided by the
contractor in accordance with the contract schedule. The contracting officer or
contracting officer’s representative shall coordinate with GSA IT as needed in
determining contractor compliance. Guidance for identifying the applicable GSA
IT point of contact is located on the Acquisition Portal at
https://insite.gsa.gov/itprocurement.]

Part 552— SOLICITATION PROVISIONS AND CONTRACT CLAUSES

* % % % %

Subpart 552.2—Text of Provisions and Clauses

* % % % %
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